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The digital transformation of libraries has fundamentally 

reshaped their institutional role, positioning them as critical 

infrastructures within contemporary knowledge ecosystems. No 

longer confined to the custodianship of physical collections, 

libraries increasingly function as digital knowledge 

infrastructures that mediate access, curation, preservation, and 

governance of information. This study aims to analyze libraries 

through an infrastructural lens by examining the technological 

and governance challenges that condition the sustainability and 

legitimacy of digital libraries. Employing a qualitative 

descriptive–analytical approach, this research draws on 

systematic literature review and policy document analysis to 

explore conceptual frameworks, technological arrangements, and 

governance mechanisms shaping digital library development. 

The findings indicate that technological challenges—such as 

system interoperability, metadata standardization, platform 

dependency, and cybersecurity risks—are deeply intertwined 

with governance issues, including data sovereignty, user privacy, 

intellectual property regulation, and institutional accountability. 

These interdependencies reveal the limitations of techno-centric 

approaches to digital library transformation and underscore the 

necessity of integrative governance frameworks. By 

conceptualizing libraries as digital knowledge infrastructures, 

this study contributes to theoretical debates in library and 

information science while offering policy-relevant insights for 

strengthening institutional governance and sustaining public-

oriented digital knowledge ecosystems. 
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INTRODUCTION  

Over the past two decades, libraries have undergone a profound transformation 

that fundamentally reshapes their institutional identity, functional orientation, and 

societal role. Traditionally conceptualized as repositories of physical collections, 
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libraries are increasingly reconstituted as complex digital knowledge infrastructures that 

mediate the production, circulation, preservation, and governance of information in 

networked societies. This shift is not merely a matter of technological modernization but 

represents a structural reconfiguration of how knowledge is organized, accessed, and 

legitimized in the digital era (Sharma, 2025; Khan et al., 2025). Globally, the 

proliferation of digital technologies—ranging from cloud computing and artificial 

intelligence to blockchain and the Internet of Things—has accelerated the migration of 

library services into digital environments, situating libraries at the intersection of 

education, research, cultural preservation, and information governance (Ohwofasa et al., 

2025; Kale, 2025). 

Empirically, the transition toward digital libraries is observable across diverse 

geographical contexts, including both developed and developing regions. Academic 

libraries in Asia and Africa increasingly deploy digital platforms to expand access to 

scholarly resources, optimize resource management, and enhance user experience 

(Rajput & Pandey, 2024; Uwaifo, 2025). In Indonesia and other Global South contexts, 

digital libraries have also become strategic instruments for preserving cultural heritage 

and indigenous knowledge through digital preservation initiatives (Robertus & Rasmita, 

2025; Agbese, 2025). At the same time, these developments are embedded within broader 

societal transformations characterized by datafication, platformization, and the 

emergence of digital commons, which collectively reshape the political economy of 

knowledge (Bühler et al., 2023). As a result, libraries no longer operate as neutral 

technical institutions but as socio-technical systems whose operations are deeply 

entangled with power relations, governance frameworks, and normative questions 

surrounding access, equity, and control of information. 

Within the scholarly field of library and information science, the concept of 

libraries as digital knowledge infrastructures has gained increasing relevance. 

Infrastructure, in this context, refers not only to technological systems but also to 

institutional arrangements, standards, practices, and governance mechanisms that enable 

the sustained circulation of knowledge (Snydman & Whitehead, 2025). Framing libraries 

as infrastructures foregrounds their systemic importance within information ecosystems 

and highlights their role in ensuring the reliability, inclusivity, and sustainability of 

knowledge flows. This perspective aligns with contemporary analyses of information 

ecosystems in crisis, where libraries are positioned as critical actors in countering 

misinformation, fostering digital competence, and upholding epistemic trust in 

increasingly fragmented digital environments (Mishra, 2025). 

Despite this conceptual advancement, the rapid adoption of digital technologies 

in libraries has exposed significant technological and governance-related challenges. 

From a technological standpoint, digital libraries face persistent issues related to system 

interoperability, metadata standards, cybersecurity, and long-term digital preservation. 

Fragmented platforms and incompatible systems hinder seamless information exchange, 

while inadequate security measures expose libraries and users to data breaches and 

surveillance risks (Kalerao et al., 2025; Akor et al., 2024). Furthermore, the growing 

reliance on commercial platforms and proprietary technologies raises concerns regarding 

vendor lock-in, data sovereignty, and the sustainability of digital infrastructures, 

particularly for publicly funded libraries with limited resources (Khan, 2025; Chisita et 

al., 2025). 

These technological challenges are inseparable from governance issues that shape 

how digital libraries are designed, managed, and regulated. Governance encompasses 
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institutional policies, legal frameworks, ethical norms, and accountability mechanisms 

that guide decision-making processes and define the rights and responsibilities of 

stakeholders. In the context of digital libraries, governance challenges manifest in 

tensions between open access and copyright protection, between data sharing and user 

privacy, and between technological innovation and institutional accountability (Roberts 

et al., 2021; Chisita et al., 2025). The absence of integrated governance frameworks often 

results in ad hoc policy responses, fragmented institutional practices, and limited capacity 

to address emerging risks associated with data capitalism and the surveillance economy. 

However, a critical examination of existing literature reveals that many studies 

on digital libraries remain predominantly focused on technical aspects of digitization and 

service delivery. For instance, Kalerao et al. (2025), in Digital Libraries: Challenges and 

Problems, provide a comprehensive overview of technical and operational obstacles 

faced by digital libraries but offer limited analysis of governance implications. Similarly, 

Sharma (2025), in The Evolving Nexus: Digital Transformation as a Catalyst for Modern 

Library Services, emphasizes the transformative potential of digital technologies while 

largely treating governance as a secondary concern. Ohwofasa et al. (2025), in their study 

on automation, artificial intelligence, and digital preservation, highlight technological 

integration as a strategic imperative but do not sufficiently interrogate the institutional 

and policy frameworks that condition such integration. 

In contrast, a smaller body of literature has begun to address governance-related 

dimensions, particularly in relation to data sovereignty, surveillance, and digital ethics. 

Chisita, Durodolu, and Rusero (2025), in Data Capitalism in the Milieu of the 

Surveillance Economy: What Can Libraries Do?, critically examine the political 

economy of data and its implications for libraries. Nevertheless, their analysis is 

primarily situated within the context of data capitalism and does not fully conceptualize 

libraries as infrastructures that require holistic governance models. Similarly, Roberts et 

al. (2021) discuss digital sovereignty in the European context but do not explicitly 

connect these policy debates to the operational realities of digital libraries. 

This review of prior studies indicates a clear research gap. First, there is a lack of 

integrative frameworks that conceptualize libraries simultaneously as technological 

systems and governance institutions within digital knowledge infrastructures. Second, 

existing research tends to compartmentalize technological challenges and governance 

issues, rather than analyzing their interdependence. Third, empirical and conceptual 

studies often overlook the implications of platform dependency and data governance for 

the long-term legitimacy and sustainability of digital libraries, particularly in non-

Western contexts. These gaps suggest the need for a more holistic and critical approach 

that situates libraries within broader debates on digital infrastructure, governance, and 

knowledge justice. 

Responding to these gaps, this study aims to analyze libraries as digital 

knowledge infrastructures by critically examining the technological and governance 

challenges that shape their development and sustainability. The novelty of this research 

lies in its integrative perspective, which bridges library and information science with 

governance and policy analysis. By positioning libraries as infrastructures rather than 

merely service providers, this study contributes to a deeper theoretical understanding of 

their role in digital knowledge ecosystems while offering policy-relevant insights for 

strengthening institutional governance. Accordingly, the objectives of this research are 

threefold: to conceptualize libraries as digital knowledge infrastructures, to examine key 
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technological challenges in digital library management, and to identify governance issues 

that are crucial for the sustainable and legitimate development of digital libraries. 
 

METHODOLOGY 

This study employs a qualitative descriptive–analytical research design, which is 

appropriate for examining conceptual frameworks, institutional practices, and policy-

oriented issues related to digital libraries. A qualitative approach allows for an in-depth 

exploration of how libraries are constructed as digital knowledge infrastructures and how 

technological and governance challenges are articulated within scholarly and policy 

discourses (Sugiyono, 2019). The research adopts a normative–analytical and conceptual 

policy approach, focusing on the interpretation and synthesis of existing theories, models, 

and regulatory frameworks rather than empirical measurement. 

The primary data sources consist of academic literature on digital libraries, 

knowledge infrastructure, information governance, and emerging technologies, as well as 

national and international policy documents related to libraries, data protection, and 

information systems. In addition, reports published by professional library organizations 

and institutional actors are analyzed to capture contemporary practices and strategic 

orientations in digital library development. Data collection is conducted through 

systematic library research and document analysis, ensuring comprehensive coverage of 

relevant scholarly and policy materials. 

Data analysis is carried out through conceptual and thematic analysis. Conceptual 

analysis is used to map the role of libraries within digital knowledge infrastructures, while 

thematic analysis identifies recurring technological and governance challenges across the 

literature. Analytical reasoning is then applied to examine the interconnections between 

technology, institutional arrangements, and policy frameworks. The validity of the 

analysis is ensured through consistency of argumentation, traceability of sources, and 

coherence between research objectives, methods, and analytical outcomes. 

 

RESULTS AND DISCUSSION 

Libraries as Digital Knowledge Infrastructure within Information Ecosystems 

 Conceptualizing libraries as digital knowledge infrastructures requires moving 

beyond functionalist views that reduce libraries to service-oriented institutions or 

technological repositories. Instead, libraries must be understood as socio-technical 

systems that integrate technological architectures, institutional norms, professional 

practices, and governance mechanisms to sustain the circulation of knowledge within 

complex information ecosystems (Snydman & Whitehead, 2025). In this framework, 

libraries operate as mediators that curate, authenticate, preserve, and distribute digital 

knowledge while simultaneously shaping epistemic standards and access regimes in 

digitally mediated societies. 

 Within contemporary information ecosystems, libraries occupy a strategic 

intermediary position between knowledge producers, technological platforms, and end 

users. Digital libraries mediate access to scholarly communication, cultural heritage, and 

public information by providing structured metadata, preservation infrastructures, and 

discovery mechanisms that distinguish them from commercial information platforms 

(Sharma, 2025). This mediating role becomes particularly significant in environments 

characterized by information overload, misinformation, and declining trust in digital 

content, where libraries contribute to epistemic stability by ensuring the reliability and 

provenance of digital resources (Mishra, 2025). 
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 The infrastructural role of libraries is further reinforced by their function in 

knowledge curation and preservation. Digital preservation frameworks implemented by 

libraries ensure the long-term accessibility of scholarly and cultural materials that might 

otherwise be lost due to technological obsolescence or market-driven platform 

discontinuity (Ohwofasa et al., 2025). In contexts such as Indonesia and other Global 

South regions, digital libraries play a crucial role in preserving local knowledge systems 

and cultural heritage, thereby countering epistemic marginalization within global 

knowledge hierarchies (Robertus & Rasmita, 2025; Agbese, 2025). These preservation 

activities underscore the infrastructural nature of libraries as institutions that sustain 

collective memory and intergenerational knowledge transfer. 

 The transformation of libraries into digital knowledge infrastructures also entails a 

profound reconfiguration of professional roles and institutional practices. Librarians 

increasingly function as knowledge stewards, data curators, and governance actors rather 

than mere custodians of collections. This shift requires new competencies in data 

management, digital ethics, and policy interpretation, as well as an expanded 

understanding of the societal implications of information technologies (Khan et al., 2025; 

Burhan et al., 2025). The professional evolution of librarianship thus reflects broader 

transformations in how knowledge labor is organized within digital infrastructures. 

 Moreover, positioning libraries as infrastructures highlights their normative role in 

promoting inclusive and equitable access to knowledge. Unlike commercial platforms 

driven by profit maximization and data extraction, libraries are institutionally oriented 

toward public value, intellectual freedom, and social inclusion. This normative 

orientation aligns libraries with emerging debates on digital commons and data 

cooperatives, which emphasize collective ownership, democratic governance, and 

equitable benefit-sharing in digital environments (Bühler et al., 2023). By embedding 

these principles into their infrastructural design, libraries contribute to more just and 

sustainable knowledge ecosystems. 

 However, the infrastructural role of libraries is not without tensions. As libraries 

become increasingly integrated into digital ecosystems dominated by global technology 

firms, their capacity to maintain institutional autonomy and public-interest orientations is 

challenged. Platform dependency and data capitalism risk undermining the infrastructural 

integrity of libraries by shifting control over data, algorithms, and access conditions to 

external actors (Chisita et al., 2025). These dynamics illustrate that libraries as digital 

knowledge infrastructures are inherently political institutions whose legitimacy depends 

on how technological arrangements are aligned with governance principles and societal 

values. 

 In sum, understanding libraries as digital knowledge infrastructures provides a 

conceptual lens that captures their systemic importance within information ecosystems. 

This perspective emphasizes that libraries are not peripheral actors but foundational 

institutions that shape how knowledge is produced, accessed, and governed. Such a 

framing sets the stage for a more critical examination of the technological challenges that 

condition the effectiveness and sustainability of digital library infrastructures. 

Technological Challenges in Managing Digital Libraries 

The technological transformation of libraries introduces a range of challenges that 

directly affect their capacity to function as reliable digital knowledge infrastructures. One 

of the most persistent challenges concerns system interoperability and metadata 

standardization. Digital libraries often operate within fragmented technological 

environments composed of heterogeneous platforms, databases, and software solutions 
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that are not designed to communicate seamlessly with one another. This lack of 

interoperability undermines efficient information exchange, limits discoverability, and 

constrains collaborative initiatives across institutions (Kalerao et al., 2025; Sharma, 

2025).  

Metadata standards play a critical role in addressing interoperability challenges, 

yet their implementation remains uneven across library systems. Inconsistent metadata 

practices hinder the integration of digital collections into broader information networks 

and reduce the effectiveness of discovery tools (Snydman & Whitehead, 2025). These 

technical limitations are not merely operational issues but have infrastructural 

implications, as they affect the ability of libraries to sustain scalable and interoperable 

knowledge systems over time. 

Another significant technological challenge is the growing dependence of 

libraries on commercial digital platforms and proprietary technologies. Cloud-

based services, digital repository software, and discovery platforms are often 

provided by private vendors whose business models prioritize data extraction and 

market control. While such platforms offer efficiency and scalability, they expose 

libraries to risks of vendor lock-in, limited customization, and escalating costs 

(Khan, 2025; Kale, 2025). This dependency compromises the technological 

sovereignty of libraries and constrains their ability to align digital infrastructures 

with public-interest values. 

The issue of data sovereignty is closely linked to concerns about 

cybersecurity and user data protection. Digital libraries increasingly collect and 

process large volumes of user data, including search histories, access patterns, 

and personal information. Inadequate cybersecurity measures expose libraries to 

data breaches and surveillance risks, undermining user trust and institutional 

legitimacy (Akor et al., 2024). These risks are amplified in contexts where 

regulatory frameworks for data protection are underdeveloped or weakly 

enforced, leaving libraries vulnerable to external pressures and internal capacity 

constraints. 

Interoperability and metadata inconsistencies limit the integrative 

capacity of libraries within information ecosystems, while vendor dependency 

constrains strategic decision-making and long-term planning. Cybersecurity risks 

and sustainability concerns further highlight the fragility of digital infrastructures 

that lack robust governance and investment frameworks. 

Importantly, these technological challenges cannot be addressed solely 

through technical solutions. While advances in artificial intelligence, blockchain, 

and IoT technologies offer potential benefits for resource management and 

preservation, their implementation must be critically assessed in relation to 

institutional capacity and governance arrangements (Ohwofasa et al., 2025; 

Uwaifo, 2025). Without adequate governance mechanisms, technological 

innovation risks exacerbating existing inequalities and vulnerabilities rather than 

strengthening library infrastructures. 

Thus, technological challenges in digital library management reveal the 

limits of techno-centric approaches to digital transformation. Addressing these 

challenges requires a governance-oriented perspective that recognizes technology 

as embedded within institutional, regulatory, and ethical contexts. This insight 

underscores the necessity of examining governance challenges as a distinct yet 
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interconnected dimension of libraries as digital knowledge infrastructures, which 

is elaborated in the subsequent discussion. 

 

Governance Challenges of Libraries as Digital Knowledge Infrastructure 

As libraries increasingly function as digital knowledge infrastructures, 

governance emerges as a central determinant of their legitimacy, sustainability, 

and societal relevance. Governance in this context extends beyond administrative 

management to encompass the institutional, legal, ethical, and policy frameworks 

that regulate how digital technologies are adopted, how data is managed, and how 

public values are upheld within library systems. The absence of coherent and 

integrated governance frameworks has become one of the most critical challenges 

confronting digital libraries in the contemporary information environment 

(Roberts et al., 2021; Chisita et al., 2025). 

One of the most salient governance challenges is the lack of unified and 

adaptive governance frameworks specifically tailored to digital libraries. While 

many libraries operate under general institutional policies, these frameworks are 

often ill-equipped to address the complexities introduced by digital 

infrastructures, such as cross-border data flows, platform dependency, and 

algorithmic mediation of access to information (Snydman & Whitehead, 2025). 

As a result, governance practices tend to be reactive rather than strategic, 

responding to technological disruptions only after they have generated 

operational or ethical problems. 

The tension between open access and intellectual property rights 

constitutes another persistent governance dilemma. Libraries have long been 

associated with the promotion of open and equitable access to knowledge, yet 

digital environments complicate this mission by intensifying copyright 

enforcement and expanding the scope of proprietary control over digital content 

(Kalerao et al., 2025). Licensing agreements with commercial publishers often 

restrict access, limit preservation rights, and impose usage conditions that conflict 

with the public-interest mandate of libraries. These tensions undermine the 

capacity of libraries to function as infrastructures that support inclusive 

knowledge ecosystems, particularly in resource-constrained contexts. 

Data governance and user privacy represent additional governance 

challenges with significant infrastructural implications. Digital libraries 

increasingly operate within surveillance-oriented digital economies where user 

data is commodified and exploited for commercial or political purposes (Chisita 

et al., 2025). In such environments, libraries face the ethical responsibility of 

protecting user privacy while simultaneously leveraging data analytics to 

improve services and resource management. The lack of robust data governance 

policies exposes libraries to reputational risks and erodes user trust, which is 

foundational to their legitimacy as public institutions (Akor et al., 2024). 

The issue of data sovereignty further complicates governance in digital 

library systems. Reliance on cloud-based infrastructures and international 

technology providers often results in library data being stored and processed 

outside national jurisdictions, raising concerns about regulatory oversight, 

accountability, and control (Kale, 2025; Roberts et al., 2021). For libraries in the 

Global South, these concerns are particularly acute, as asymmetries in 

technological power and regulatory capacity exacerbate dependencies on external 
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actors. Without clear governance mechanisms, digital libraries risk becoming 

subordinate nodes within global data infrastructures dominated by corporate 

interests. 

Governance challenges also manifest at the institutional level, where 

organizational capacity and policy coherence are often misaligned with the pace 

of technological change. Many libraries lack dedicated governance structures or 

specialized expertise to oversee digital transformation initiatives, resulting in 

fragmented decision-making and limited strategic foresight (Burhan et al., 2025). 

This institutional gap undermines the ability of libraries to align technological 

innovation with long-term infrastructural goals and societal values. 

Emerging governance models, such as digital commons and data 

cooperatives, offer potential pathways for addressing these challenges by 

emphasizing collective ownership, participatory governance, and equitable value 

distribution (Bühler et al., 2023). While these models remain underexplored in 

the context of libraries, they provide conceptual tools for reimagining library 

governance beyond market-driven or purely bureaucratic frameworks. 

Integrating such approaches could strengthen the role of libraries as democratic 

knowledge infrastructures that prioritize public interest over commercial 

imperatives. 

Overall, governance challenges highlight that the sustainability of digital 

libraries cannot be secured through technological solutions alone. Effective 

governance requires institutional commitment, regulatory innovation, and ethical 

clarity to ensure that digital libraries remain aligned with their foundational 

values. By addressing governance as an infrastructural issue, libraries can 

enhance their resilience and legitimacy within rapidly evolving digital knowledge 

ecosystems. 

 

CONCLUSION  

This study has demonstrated that libraries play a strategic role as digital 

knowledge infrastructures within contemporary information societies. Far from being 

mere repositories or service providers, libraries function as socio-technical institutions 

that mediate access, preservation, and governance of knowledge in increasingly 

complex digital ecosystems. By conceptualizing libraries as infrastructures, this 

research underscores their systemic importance in sustaining inclusive, reliable, and 

trustworthy knowledge environments. 

The findings reveal that technological and governance challenges are deeply 

interconnected and jointly shape the sustainability of digital libraries. Issues such as 

interoperability, platform dependency, and cybersecurity cannot be effectively 

addressed without coherent governance frameworks that align technological 

innovation with institutional values and public-interest objectives. Similarly, 

governance challenges related to data sovereignty, user privacy, and intellectual 

property rights are intensified by technological arrangements that prioritize efficiency 

over accountability. 

From a theoretical perspective, this study contributes to the literature by 

advancing an integrative framework that bridges digital library studies with 

governance and infrastructure analysis. Practically, the findings highlight the need for 

policymakers and library institutions to develop adaptive governance models that 

support technological resilience, protect user rights, and reinforce the public value of 
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libraries. Strengthening libraries as digital knowledge infrastructures ultimately 

requires a holistic approach that situates technology within robust institutional and 

governance contexts. 
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